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1 Focus Areas of Issue 2008/II 
 

 

• E-banking Trojans continue to spread via different channels 
Once again in the second half of 2008, attempts to spread malicious software 
attacking e-banking continue. At the beginning of the half-year, several new spam 
waves were observed. Malicious software increasingly also relied on 
dissemination by drive-by infections, i.e. infection simply by surfing onto a website 
without user interaction. Also at the end of the half-year, a new e-banking Trojan 
family surfaced in Switzerland. 
► Current situation in Switzerland: Chapter 3.1

 
• Financial agents convicted 

Last year, several financial agents were convicted. The District Court of Zurich 
sentenced one financial agent to a monetary penalty of 30 daily rates and a fine of 
500 francs for money laundering. The court also awarded compensation to the 
victim. In another case, the accused was sentenced to a monetary penalty of 150 
daily rates and a fine of 1,000 francs, plus compensation and legal costs. 
► Current situation in Switzerland: Chapter 3.5

 
• Various phishing attacks against Swiss Internet services 

Last year, several classical phishing attempts were made against Swiss service 
providers. Phishing involves sending e-mails with bogus sender information and a 
link inducing the victim to click on a bogus website, where the victim enters his or 
her login data. Nevertheless, the share of phishing attempts against financial 
service providers is minimal. The number of phishing attempts against auction 
service providers and advertisement platforms increased.  
► Current situation in Switzerland: Chapter 3.6
 

• USB stick as an attack vector 
 In November 2008, US Strategic Command banned US Army personnel from 

using mobile storage devices until further notice. The trigger was the rapid spread 
of a virus that copied itself from mobile data carriers to attached systems. The 
worm Conficker also used USB sticks as a propagation vector.  

 ► Chapter 4.1 and the Appendix (Chapter 7.2) provide tips on dealing with mobile 
storage media.  

 
• Dealing with the information society's waste data 

Almost every electronic device today has a storage card. This leads to a large 
accumulation of unwittingly stored data by all users. Proper deletion of data is thus 
very important – for instance when a camera, cell phone, or USB stick is passed 
on to a new user. The Appendix contains useful tips.  
► Trends, see Outlook: Chapter 5.3
► Appendix: Chapter 7.1
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2 Introduction 
The eighth semi-annual report (July – December 2008) of the Reporting and Analysis Centre 
for Information Assurance (MELANI) presents the most significant trends involving the 
threats and risks arising from information and communication technologies (ICT). It provides 
an overview of the events in Switzerland and abroad, illuminates the most important 
developments in the field of prevention, and summarizes the activities of public and private 
actors. Explanations of jargon and technical terms (in italics) can be found in a Glossary 
(Chapter 6) at the end of this report. Comments by MELANI are indicated by a shaded box.  

Compared with previous reports, the chapter structure has been simplified. It now contains 
the main chapters "Current situation in Switzerland" and "Current situation internationally". 
The previous chapters on new legislation, private and public sector activities, studies, and 
statistics on ICT topics have been integrated into these chapters.  

Selected topics covered in this semi-annual report are outlined in Chapter 1. 

Chapters 3 and 4 discuss breakdowns and failures, attacks, crime and terrorism connected 
with ICT infrastructures. Selected examples are used to illustrate important events of the 
second half of 2008. 

Chapter 5 discusses trends and contains an outlook on expected developments. 

Chapter 7 is an Appendix with expanded technical explanations and instructions on selected 
topics covered in the semi-annual report.  
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3 Current National ICT Infrastructure Situation 

33..11  E-banking Trojans continue to spread via different 
channels 

Also in the second half of 2008, attempts to spread malicious software (Trojans) directed at 
e-banking clients continued. Attackers tried to spread these Trojans either via spam e-mails 
or infected websites (drive-by). Toward the end of the year, MELANI noted a clear shift from 
spam to drive-by infections.  

The half-year began with several e-mail waves (with a Trojan called WSNPoem) inducing 
victims to click on an attachment. Most of the e-mails in circulation claimed that a package 
could not be delivered by UPS. The victim was asked to print out the invoice in the attached 
document in order to claim the package. The attachment did not contain the expected PDF 
file, however, but rather an executable .exe file. These e-mails were written in both German 
and French, which indicates that large parts of Switzerland are already being targeted by 
cybercriminals. 

"UPS colis postal" 

"Bon matin, 
malheureusement, nous avons manque de livrer le pli (votre colis postal), que vous avez envoy&#233; le 1er 
juillet, parce que ladresse du Destinataire nexiste pas. 
S'il vous plait, imprimez la facture envoyee en fichier joint a ce message, et venez chercher le pli a notre office a 
ladresse indiquee a la facture. 
Consultant Esther Jennings, 
UPS" 
Example of a French-language spam e-mail with an attachment containing a Trojan 
 
On 28 August 2008, the latest wave of this Trojan family was launched, this time disguised 
as a flight ticket.  
 
"Your Online Flight Ticket  N 12557"  

"Good morning, 
Thank you for using our new service "Buy flight ticket Online" on our website. 
Your account has been created: 
Your login: xxxxx@xxxxxx.ch 
Your password: passNFEC 
Your credit card has been charged for $641.68. 
We would like to remind you that whenever you order tickets on our website you get a discount of 10%! 
Attached to this message is the purchase Invoice and the airplane ticket. 
To use your ticket, simply print it on a color printed, and you are set to take off for the journey! 
Kind regards, 
Spirit Airlines" 
Example of an English-language spam e-mail with an attachment containing a Trojan 
  
Then the e-mail waves suddenly stopped. As the Dutch Office of the Public Prosecutor 
reported two months later, this was exactly the time when a successful operation against e-
banking fraudsters was carried out, leading to the arrest of three persons. The suspicion 
appears justified that the arrested persons were some of those responsible for the 
abovementioned attacks. Additional information on this arrest is included in Chapter 4.2. 
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In December, cybercriminals tried to establish themselves in Switzerland with the new Trojan 
family Gozi, alias Infostealer.Snifula. Using a spam e-mail with suggestive content
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1, potential 
victims were lured onto various prepared pornographic Internet sites. The domain names of 
these sites usually contained the word "Switzerland", which indicates that the wave targeted 
Switzerland in particular. The Internet site then called upon the user to download and install a 
Flash plug-in in order to view the visual content of the Internet page. This download 
contained the e-banking Trojan. 

The propagation of Trojans through drive-by infections increased again in 2008. It sufficed for 
a victim to surf to a website (drive-by) for the computer to be infected. To upload the 
malicious code to the website, the cybercriminals need the requisite FTP accounts, which 
they obtain by hacking on a massive scale, as discussed in Chapter 3.4. 
 
 

Computer users should follow rules of conduct when dealing with e-mails as well as when 
surfing on the Internet: They should keep their operating system and applications updated 
and use current versions of anti-virus and firewall software (see recommendations on the 
MELANI website).2 What also helps is restricting ActiveX or Javascript to protect oneself 
from drive-by infections. Use your browser settings to restrict the execution of ActiveX 
Controls to the extent possible. Change the security settings on Internet Explorer to "High". 
Pages 5 and 6 of the checklist on "Security settings for Windows XP"3 show step-by-step 
how to do this. For Firefox, use the NoScript programme4, which limits Javascript individually 
for each website. 
Irregularities encountered during e-banking sessions should be notified immediately to your 
bank. Suspicious signs include a double login process, a sudden change of the login 
procedure not previously communicated by the bank, or termination after entry of all login 
information.  

 

33..22  Problem of botnets 

Botnets are a collection of computers infected with malicious software. They can be remote-
controlled fully automatically by an attacker (the botnet owner). The American provider 
McColo (Chapter 7.4) has hosted a considerable amount of the Command & Control Server 
Infrastructure of large botnets last year, which is why it was temporarily disconnected from 
the Internet. This had consequences for Switzerland: some of the e-banking malware could 
no longer be propagated. 

 
33..33

                                                

  Bogus e-mail with suicide threat  

In the night of 4 August 2008, more than 100,000 spam e-mails were sent to Swiss e-mail 
addresses. In the messages, a young computer scientist threatened to kill his girlfriend, her 
lover, and himself. Concerned citizens receiving this e-mail notified the Cantonal Police of 

 
 
 
1 http://www.melani.admin.ch/dienstleistungen/archiv/01074/index.html?lang=en  (as of: 02.02.2009). 
2 See: http://www.melani.admin.ch/themen/00166/index.html?lang=en (as of: 02.02.2009). 
3 Instructions at http://www.melani.admin.ch/dienstleistungen/00132/00149/index.html?lang=en (as of: 
02.02.2009). 
4 NoScript add-on for Mozilla Firefox https://addons.mozilla.org/de/firefox/addon/722 (as of: 02.02.2009). 
 

http://www.melani.admin.ch/dienstleistungen/archiv/01074/index.html?lang=en
http://www.melani.admin.ch/themen/00166/index.html?lang=en
http://www.melani.admin.ch/dienstleistungen/00132/00149/index.html?lang=en
https://addons.mozilla.org/de/firefox/addon/722


Information Assurance – Situation in Switzerland and Internationally 
 

Zurich, who dragged the would-be suicide out of bed. The e-mail turned out to be bogus, and 
the threat was not real. No malware was contained in the link provided in the e-mail.  
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In the assessment of the Reporting and Analysis Centre for Information Assurance 
(MELANI), this was a relatively large-scale revenge attack by Internet criminals against the 
computer scientist who had for some time published details concerning e-banking malware 
on his website, abuse.ch. The website had just published a document detailing the IT 
infrastructure of the perpetrators who were also responsible for the e-banking attack against 
Swiss financial institutions. This publication probably was the last straw for the perpetrators, 
causing them to launch countermeasures. The intimidation began with a major denial-of-
service attack against the website abuse.ch and was continued with the dissemination of the 
bogus suicide e-mail.  
 

In many cases, Internet crime is still often seen as a purely virtual, intangible affair or as a 
harmless prank. As already noted in previous semi-annual reports, however, this is no longer 
the case in any way. Internet crime is perpetrated by well-organized groups that are often 
spread all around the world, with the clear goal of achieving fast financial gains. Also in this 
environment, the market and competition play an important role: The attackers concentrate 
on a certain business model as long as effort and returns, risk and gains are still worth it. In 
the case of the retribution against the Swiss computer scientist, the attackers clearly sought 
to eliminate a factor with a detrimental effect on their business.  

33..44

                                                

  Abuse of FTP accounts 

In the second half of 2008, the Israeli security firm Aladdin discovered a server containing 
more than 200,000 FTP access datasets for public webservers.  

Owners of a website generally use an FTP account hosted with a provider in order to load 
data onto the webserver. 82,000 of the websites administered by these accounts were 
already infected with malware. The infected websites included armaments manufacturers, 
the US Postal Service, various universities, and governments.  

MELANI received information on the affected Swiss websites. The attackers had access data 
for more than 3,000 Swiss FTP user accounts5. Unauthorised access was found on more 
than 130 websites. The attackers placed "drive-by infections" on these websites, which infect 
a PC with malware simply when the user visits the site. Mainly Trojans were propagated, with 
the goal of compromising e-banking sessions. FTP data can be collected in various ways. 
With the help of malware called "keyloggers" installed on the PC of web administrators, by 
observing the data traffic between clients and servers, or via a vulnerability of the hosting 
provider. The FTP protocol has many advantages, but also some disadvantages, including 
the fact that data traffic is transmitted without encryption, so that access codes can be 
intercepted easily. 

The SWITCH foundation, which administers the .ch domain, was also informed. The 
information was then brought to the attention of various providers. MELANI directly contacted 
the owners of the websites in the greatest danger, so as to contain the threat as quickly as 
possible.  

 
 
 
5 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=Windows&articleId
=9116138&taxonomyId=125&pageNumber=1  

http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=Windows&articleId=9116138&taxonomyId=125&pageNumber=1
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=Windows&articleId=9116138&taxonomyId=125&pageNumber=1
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In the same way as Aladdin, the operators of the Swiss security blog abuse.ch discovered a 
server the end of 2008 containing approximately 100,000 FTP accounts. These data were 
then provided to MELANI, which conducted a detailed analysis and informed the account 
owners via the respective hosting providers in Switzerland or the competent foreign 
authorities. 
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33..55  Financial agents convicted 

Again and again, e-mails surface in Switzerland that advertise job openings and promise 
major earnings. These are generally the work of crime rings trying to use unsuspecting 
citizens to transfer money originating from illegal transactions.  
 
Dear Sir/Madam, 
 
We’re glad to offer you a position in our company Donation Europe. We are a charity organization in Central 
Europe. We help and support the community in Europe to help children of all ages. Donation Europe is an 
organization which supported by donations. 
 
All information about us you can read at our website 
You can earn money and help children with us. We are looking for freelance representatives in EUROPEAN 
COUNTRIES. Donation Europe receive donations in Europe, you have a possibility to become a Freelance 
representative? of our company. You do not need any funds to work and you do not need to find anybody. We 
hire people for freelance work. You can combine it with your full-time work, 2-3 hours a day are required from you. 
The salary is 450 - 2500 EUR per week. We have special offer for COMPANIES also. If you have an interest to 
our proposition and have a desire to help children send your reply to [e-mail at Yahoo]. Our manager will send 
you more information about the job and the terms of employment. 
 
PLEASE REPLY TO [e-mail Yahoo] ONLY 
 
Renee Johnson 
Donation Europe. 
Poland 
Nowoursynowska st. 119, 
02-776 Warsaw 
Charity Registration No.: 101682 
Company Registration No.: 2350841 
Recruitment e-mail by the fictitious charity organisation "Donation Europe", many copies of which were 
also sent to Swiss citizens. 
 
Individuals reacting to such an offer generally receive a transfer of money to their bank 
account within a short period of time. After deducting a commission, this amount must then 
be transferred abroad using the money transfer companies Western Union or MoneyGram. 
The money always originates from illegal business. The groups offering these jobs exploit 
unsuspecting citizens to transfer money fraudulently obtained through online channels to 
foreign countries. Anyone participating in such "businesses" and transactions risks 
prosecution for money laundering (article 305bis of the Criminal Code). Recently, the first 
judgements against Swiss financial agents have been pronounced. The key question is 
whether the suspect acted with intent or conditional intent and would thus meet the criteria of 
the offence of money laundering in subjective terms as well. A known website that was 
engaged in large-scale recruitment of financial agents throughout Europe was called 
"Donation Europe". Donation Europe tricked potential money launderers into believing that 
they were to transfer charitable donations to Russia and Ukraine via MoneyGram. The 
money was not from donations, however, but rather from e-banking fraud.  
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"Donation Europe". Fictitious charity organisation with the goal of transferring phishing money to Russia 
and Ukraine. 
 
The website (see picture) indeed looked professional. One accused person who had reacted 
to such a job offer confirmed that he had looked at the website of "Donation Europe" and 
found it to be serious. He still had to accept the accusation that he acted naively, however.6 
In the investigation, the accused admitted that he thought the way in which donations were 
made was somewhat odd. He had asked by telephone why the money could only be 
transferred via MoneyGram. He did research and found out that MoneyGram – unlike other 
money transfer companies – did not conduct as strict a review of where the money came 
from. The court also reasoned that it was completely unusual for a charitable organisation to 
ask its donors to pay their donations into the account of a third party not personally known to 
the organisation. For this reason alone, the accused should have doubted that "Donation 
Europe" was really a legitimate organisation. And he certainly should have become 
suspicious when receiving a commission of 10% of the funds transferred on behalf of 
"Donation Europe". A commission in this amount would be completely disproportionate to the 
actual work involved. The court concluded that the accused must have contemplated the 
possibility that "Donation Europe" was not a charitable organization, but rather an 
organisation moving criminally obtained money with the help of financial agents. It was thus 
clear that the accused had the subjective intent to commit money laundering.  
Other courts agree with this analysis, and they have rendered similar judgements. The 
District Court of Zurich sentenced one financial agent to a monetary penalty of 30 daily rates 
for money laundering. The court also awarded full compensation to the injured party. In 
another case, the District Court of Arbon sentenced a financial agent to a monetary penalty 
of 150 daily rates and a fine of 1,000 francs, plus compensation claims and legal costs.  
 

                                                 
 
 
6 https://www.a-i3.org/content/view/1535/130/  (as of: 02.02.2009). 

https://www.a-i3.org/content/view/1535/130/
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The judgements rendered so far clearly show that these are not petty offences – even 
thought the accused claimed not to have noticed that they were committing money 
laundering. In light of the many question marks and inconsistencies associated with such 
job offers, the recruited financial agent must sooner or later necessarily become 
suspicious. There are plenty of grounds for suspicion, such as the disproportionate 
earnings. If the financial agent still transfers the money, intent has been shown that will 
result in conviction. In these cases, naivety is no defence. If the money transferred by the 
financial agent cannot be retrieved, as is usually the case, the financial agent may also 
be liable for compensation claims totalling several 10,000 francs. In all cases, offers 
promising major gains should be treated with caution. One should never make one's 
bank accounts available to third parties. In case of suspicion of fraud or money 
laundering, the authorities (local police or the Swiss Coordination Unit for Cybercrime 
Control, CYCO) should be notified. 

33..66  Various phishing attacks against Swiss Internet 
services 

Last year, various classical phishing attempts against Swiss Internet service providers were 
observed. Phishing means sending e-mails with a bogus sender and a link inducing the 
victim to access a bogus website, where the victim's login data are obtained. However, the 
share of phishing attempts against financial service providers is minimal. Phishing attempts 
have instead targeted auction service providers such as Ricardo7 or advertising platforms 
such as Autoscout248.  
In the case of Autoscout24, cybercriminals used the access data to manipulate 
advertisements by trustworthy auto dealers so that a car previously offered for 120,000 
francs was suddenly available for only 44,000 francs. The hackers had falsified the price 
downward. Potential victims fell for this supposed bargain. The fraudsters informed 
interested Autoscout24 users by e-mail that the cars were located in London and that the 
purchase price would first have to be paid into a foreign account. In fact, the defrauded 
buyers never ended up seeing the vehicle. 
Providers are also being targeted by phishing fraudsters. For instance, the hosting provider 
Genotec warned its clients of a phishing wave in October.9 The motivation of cybercriminals 
is clear: they want to gain control of as many websites as possible for the purpose of hosting 
their own content, such as Trojans or child pornography sites. Bluewin clients were also 
targeted by cybercriminals, who attempted to gain access to Bluewin e-mail access data. 
This information could then be used to obtain address book data, for instance, or to send 
spam e-mails. 
 
De : webmail.bluewin.ch <Suport@bluewin.ch> Date : 9 décembre 2008  10:53:21 GMT+01:00 À :  
Objet : Confirm your 
 
 
Dear bluewin.ch Subscriber, 
To complete your bluewin.ch  Account, you must reply to this email immediately and enter your password here 
(*********) Failure to do this will immediately render your email address deactivated from our database. 
 

                                                 
 
 
7 http://www.online-betrug.ch/?p=105 (as of: 02.02.2009). 
8 http://www.tagesanzeiger.ch/digital/internet/story/19938467  (as of: 02.02.2009). 
9 http://www.genotec.ch/desktopdefault.aspx/tabid-219/184_read-458/  (as of: 02.02.2009). 
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You can also confirm your email address by logging into your bluewin.ch  Account at https://webmail.bluewin.ch 
Thank you for using bluewin.ch! 
THE bluewin.ch TEAM SUPPORT 
Example of a phishing e-mail targeting bluewin.ch 
 
The University of Zurich10 and the University of Basel11 were also hit by phishing attacks. 
The attackers tried to lure the students into divulging their e-mail login data or their university 
login data – in some cases successfully. E-mail accounts were then used for spam attacks or 
other forms of fraud. The consequence was that the e-mail addresses of both institutions 
ended up on the black lists of several anti-spam companies.  
 
After a decrease in phishing attempts against financial service providers was noted in the last 
semi-annual reports, there was a substantial increase in phishing attempts against Internet 
services of all kinds in the second half of 2008. Every service is an attractive target for such 
attacks that are protected "only" by a login and password, rather than two-factor 
authentication. Cybercriminals have noticed that they can make money that way and that 
such data gives them access to other interesting information and rights. The warning never 
to divulge login data thus continues to apply and should be expanded to include all 
password-protected services. 

33..77  Various attacks on webservers 

Various hacking attacks drew attention in the second half of 2008. For instance, the website 
containing the press releases of the Zurich City Police was hit by website defacement. The 
attacker left the message "Hacked by Burak" with a drawing of two young people holding a 
third hostage.12

 

                                                 
 
 
10 http://www.20min.ch/news/schweiz/story/24375194  (as of: 02.02.2009). 
11 For the notice by the University of Basel, see: 
http://www.unibasel.ch/index.cfm?uuid=21A8F3823005C8DEA3B81CC699203FF9&type=search&show_long=1  
(as of: 02.02.2009). 
12 Additional information: 
http://www.bluewin.ch/de/index.php/25,77047/Unbekannte_hacken_Internetseite_der_Stadtpolizei_Zuerich/  (as 
of: 02.02.2009). 
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Hackers also attacked the webserver of the European Organization for Nuclear Research 
(CERN) and modified its website
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13. These hackers also left a message and made fun of the 
CERN computer technicians. In light of the vulnerability, they called them "schoolboys".  

Such defacements generally do not include access to data; vulnerabilities in the server 
software or server applications are exploited. In both cases, the attack was discovered 
quickly and no damage occurred.  
 

At the Federal Institute of Technology (ETH), hackers tried to penetrate several central 
servers in October. Thanks to internal monitoring, the attacks were recognized and 
countermeasures were seized. After this incident, the ETH evaluated a new security 
concept.14

33..88  Entry into force of revised Copyright Act 

On 1 July 2008, the revision of the Swiss Copyright Act15 entered into force. The most 
important changes are: 
 
Technical measures (e.g. copy protection on audio CDs) are now protected. Anyone offering 
or using programmes to circumvent such protection is now criminally liable. The creation of a 
private copy is still permitted, however, even if the technical protection measures are 
circumvented.  

33..99  Parliament passes prohibition of pornography on cell 
phones  

After the Council of States, the National Council agreed on 25 September 2008 that the 
Federal Council must – against its will – prepare legislative provisions banning pornography 
and depictions of violence on cell phones.16 This potentially also will impact the 
Telecommunication Services Ordinance. Providers of basic utility services may also be 
required to block all connections to commercial premium rate services with erotic or 
pornographic content for persons under the age of 16. Premium rate services may also be 
prohibited from allowing access to erotic or pornographic content by persons under the age 
of 16. 
 

The parliamentary debate was triggered by the Schweiger motion.17 In its response to this 
motion, the Federal Council mainly indicated that the Criminal Code already prohibits offering 
pornographic texts and images to persons under 16, regardless of whether such content is 

                                                 
 
 
13 Additional information: http://diepresse.com/home/techscience/wissenschaft/414065/index.do?from=rss  (as of: 
02.02.2009). 
14 http://www.infoweek.ch/security/hacking/articles/164957/  (as of: 02.02.2009). 
15 The most important amendments to the Swiss Copyright Act: http://www.ige.ch/d/jurinfo/j10300.shtm (as of: 
02.02.2009). 
16 http://www.heise.de/newsticker/Schweizer-Parlament-verabschiedet-Pornoverbot-auf-Handys--
/meldung/116550 (as of: 02.02.2009). 
17 See Motion 06.3884 – No commercial pornography on cell phones: 
http://www.parlament.ch/D/Suche/Seiten/geschaefte.aspx?gesch_id=20063884  (as of: 02.02.2009). 

http://diepresse.com/home/techscience/wissenschaft/414065/index.do?from=rss
http://www.infoweek.ch/security/hacking/articles/164957/
http://www.ige.ch/d/jurinfo/j10300.shtm
http://www.heise.de/newsticker/Schweizer-Parlament-verabschiedet-Pornoverbot-auf-Handys--/meldung/116550
http://www.heise.de/newsticker/Schweizer-Parlament-verabschiedet-Pornoverbot-auf-Handys--/meldung/116550
http://www.parlament.ch/D/Suche/Seiten/geschaefte.aspx?gesch_id=20063884
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offered for commercial or non-commercial purposes. Accordingly, merely a consistent 
application of existing law would be sufficient, rather than new additional provisions. 
However, attention should now be paid that the newly demanded ordinance is as technology-
neutral as possible. The focus of the motion was clearly on commercial WAP- or MMS-based 
cell phone porn offerings. With the growth of technological convergence, however, cell 
phones are increasingly becoming full-fledged Internet devices. The content accessible by 
such smartphones is no longer limited to specially prepared content for cell phones, but 
rather simply the same content available to all computer users on the Internet. Any 
prohibition of commercial cell phone porn that is not formulated in a technology-neutral way 
could thus enter into force at a time when the proscribed phenomenon really no longer 
exists. 

33..1100  Internet platform for paedophiles discovered 

On the basis of Internet research and inquiries, the Coordination Unit for Cybercrime Control 
(CYCO) discovered a website for paedophiles hosted by a St. Gallen provider. The website 
served as a platform for discussing paedophile interests. It offered users the possibility of 
getting to know each other better or networking in private. CYCO found that the forum 
contained tips and experiences in dealing with small girls as well as instructions for entering 
into contact with children. The research also indicated that child pornography files were being 
exchanged via the forum. 

The information on the foreign participants and operators of the forum was forwarded directly 
by the Federal Office of Police (fedpol) to the countries in question. The suspects included 
600 persons from Germany, 40 from Austria, and 4 from the Principality of Liechtenstein. The 
findings on the Swiss users were forwarded to the St. Gallen prosecution authorities, since 
the provider was domiciled there. So far, criminal proceedings have been initiated against 13 
Swiss citizens. 4 persons were arrested for sexual acts with children or the production of 
pornographic images and films that directly abused a girl. House searches of all suspects 
were conducted, and extensive material such as computer hard drives and other data 
carriers were confiscated. The evaluations will still take some time. On the basis of initial 
findings, however, large amounts of child pornographic image and film material were 
secured.18

33..1111

                                                

  Major companies block social networking sites 

In the last half-year, several companies amongst others banks and insurance companies 
have blocked access to social networking sites such as Facebook. The reasons cited include 
excessive use during working hours as well as the danger that employee data on these sites 
could be misused for social engineering attacks. Personal information on Facebook, for 
instance, may very well help an attacker compile a certain profile of a person or group of 
persons: Who belongs to whom? Where does someone work? What does he do in his free 
time? Where is he right now? etc. This information can then be linked together with other 
data available on the Internet and used to gain the trust of the person, thus facilitating access 
to confidential data.  

 
 
 
18 For the public notice by the St. Gallen Office of the Public Prosecutor, see: 
http://www.staatsanwaltschaft.sg.ch/news/staatsanwaltschaft/2008/09/internet_plattform.html (as of: 02.02.2009). 

http://www.staatsanwaltschaft.sg.ch/news/staatsanwaltschaft/2008/09/internet_plattform.html
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Companies may block Internet sites for various reasons. First, this allows them to curtail a 
possible channel for the distribution of malware; second, it may allow them to protect 
employee morale especially in the case of Web 2.0 sites such as Facebook. For purposes of 
preventing social engineering attacks, however, blocking Internet sites is likely not sufficient. 
As a rule, it doesn't matter whether the employees enter their data at work or at home. It is 
important for companies to define integral guidelines on what kind of company information 
may be published on such websites, be it either privately or from work. 

Even Doodle, a public scheduling service, was blocked by some companies to prevent 
confidential data such as business meetings or client names from being published on public 
"uncontrolled" platforms.  

 

4 Current International ICT Infrastructure Situation 

44..11

                                                

  USA: Military bans use of mobile storage devices 

In November 2008, US Strategic Command decided that US Army personnel would no 
longer be allowed to use mobile storage devices (USB sticks, CDs, DVDs) until further 
notice. The trigger was the rapid propagation of a virus that copied itself from USB sticks to 
connected systems.19 The US military has thus taken a radical measure. However, it is not 
alone when dealing with threats entailed by the use of external data carriers. For instance, a 
recent report by Symantec warns of the spread of pests via USB sticks.20

Currently, the following two possibilities exist in particular to spread a pest with the help of a 
USB stick or other mobile storage device: First, malicious software may copy itself directly 
from an infected computer to a connected USB stick. When the user then connects the USB 
stick to his computer and (unwittingly) accesses the infected file, the pest then copies itself to 
the new computer. For this infection vector to work, the user must manually activate the 
infected programme. The second possibility is for the malicious software to create or modify 
an AutoRun function of the storage device. When the user then connects the mobile storage 
device to his computer, the malicious software can automatically copy itself to the affected 
computer.  

In summer 2008, the European Network and Information Security Agency (ENISA) published 
a report to warn companies of the dangers associated with USB sticks and to provide tips for 
safer usage. In addition to the danger of an additional infection vector for pests as described 
above, the report refers in particular to the risk associated with the loss and theft of USB 
sticks. ENISA emphasises the importance of risk assessment as well as binding guidelines 
for using mobile storage devices.21

 

 

 
 
 
19 http://blog.wired.com/defense/2008/11/army-bans-usb-d.html (as of: 02.02.2009). 
20 https://forums.symantec.com/t5/blogs/blogarticlepage/blog-id/malicious_code/article-id/220 (as of: 02.02.2009). 
21 http://www.enisa.europa.eu/doc/pdf/publications/Secure%20USB%20drives_180608.pdf (as of: 02.02.2009). 

http://blog.wired.com/defense/2008/11/army-bans-usb-d.html
https://forums.symantec.com/t5/blogs/blogarticlepage/blog-id/malicious_code/article-id/220
http://www.enisa.europa.eu/doc/pdf/publications/Secure%20USB%20drives_180608.pdf
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The three most important tips for using USB sticks: 
• Deactivate the AutoRun function. This means that the stick must always be accessed 

manually. An instruction is contained in the Appendix. 
• Scan the USB stick using an updated anti-virus programme. 
• Encrypt confidential information. In the case of theft, the stick may be lost, but at least the 

information – or the file – is protected. 
• Every company, whether small, medium-size, or large, should definitely issue guidelines 

governing the use of USD sticks. These guidelines must contain instructions indicating 
the conditions under which sticks may be used. Some sticks try to install software on the 
end device. By distributing centrally procured sticks, this possibility can at least be 
limited. Other options including restricting administrator rights or deactivating USD ports. 

44..22  Successes against cybercriminals 

In the second half of 2008, various successes were achieved against cybercriminals. In 
October, the Dutch Office of the Public Prosecutor announced that a group responsible for 
numerous cases of e-banking fraud – presumably including in Switzerland – had been 
arrested in Ukraine and Russia.22

 

The damage caused by the fraudsters is estimated to be more than EUR 100,000. In several 
cities in Ukraine and Russia, computers and other evidence were secured. The suspects 
arrested were three computer science students. After an arrest of eight suspects in Germany 
by the Federal Criminal Police Office (BKA) in September 200723, this is the second major 
coup against e-banking fraudsters. The suspects arrested in Germany were two women 
aged 22 and 23 and six men aged 20 to 36 from Russia, Ukraine, and Germany.  
 

                                                 
 
 
22 Press release of the Dutch Office of the Public Prosecutor (in Dutch) http://www.om.nl/actueel/nieuws-
_en/@149040/internationale/ (as of: 02.02.2009). 
23 http://www.heise.de/newsticker/BKA-verhaftet-Phisher-Gruppe--/meldung/95928  (as of: 02.02.2009). 
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4..33  Germany: Major data theft from Deutsche Telekom 

In 2008, numerous losses of data were disclosed worldwide, affecting both the private and 
the public sectors.  

In Germany, the debate concerning data security and data protection was rekindled 
especially by Deutsche Telekom's announcement of the loss of more than 17 million 
customer datasets.24 The stolen datasets are said to have included confidential telephone 
numbers and private addresses of well-known politicians and business leaders. The data had 
already been stolen in 2006, however. At the time, the authorities had been notified, but the 
public had not been informed of the data loss. The data were then said to have been offered 
to criminal circles on the Internet; in October 2008, the case was made public by the news 
magazine Der Spiegel.25 The Government then decided to prepare threat analyses of the 
prominent persons concerned. 

This incident was a particularly prominent example of data loss. Data loss and data glitches 
are frequent, however, affecting both the private and the public sectors. The reasons are 
numerous, including internal and external data theft, loss and theft of digital storage media 
(laptops, USB sticks, etc.), unintentional publication and distribution of data, and loss of data 
by external service providers (such as consultants).  

The increasing accumulation of personal data is a natural corollary of our modern information 
society. Accumulated data and information may be seen both as a potential for added value 
and as a risk. This increases the importance of a secure, trustworthy, and regulated 
approach to data. Clear risk management with respect to data and information is important 
for both the private and public sectors26.  

44..44

                                                

  EU: Plan adopted for comprehensive joint measures 
against Internet crime 

At the end of November 2008, the Justice and Home Affairs Ministers of the European Union 
(EU) adopted a plan for comprehensive joint measures against Internet crime. The 
envisaged operational measures include a European platform for evidence of Internet crime, 
efficient information exchange between prosecution authorities and the private sector, the 
use of cross-border investigation teams, better coordination of blocking and closure of 
criminal websites, compilation of a joint black list, and facilitated remote searches (which 
likely means online searches), to the extent provided for under national law.27

 
 
 
24 For the press release of Telekom, see: 
http://www.telekom.com/dtag/cms/content/dt/de/595698?archivArticleID=572376 (as of: 02.02.2009). 
25 http://www.spiegel.de/wirtschaft/0,1518,581938,00.html  (as of: 02.02.2009). 
26 On the topic of businesses and how they deal with information, see the following study commissioned by the 
Economist Intelligence Unit: http://switzerland.emc.com/collateral/analyst-reports/economist-intell-unit-info-
governence.pdf (as of: 02.02.2009). 
27 For the conclusions of the Justice and Home Affairs Council, see: 
http://register.consilium.europa.eu/pdf/de/08/st15/st15569.de08.pdf
and for the statement by the EU Commission: 
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/08/1827&format=HTML&aged=0&language=DE&gui
Language=en (as of: 02.02.2009). 

http://www.telekom.com/dtag/cms/content/dt/de/595698?archivArticleID=572376
http://www.spiegel.de/wirtschaft/0,1518,581938,00.html
http://switzerland.emc.com/collateral/analyst-reports/economist-intell-unit-info-governence.pdf
http://switzerland.emc.com/collateral/analyst-reports/economist-intell-unit-info-governence.pdf
http://register.consilium.europa.eu/pdf/de/08/st15/st15569.de08.pdf
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/08/1827&format=HTML&aged=0&language=DE&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/08/1827&format=HTML&aged=0&language=DE&guiLanguage=en
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4..55  Germany: Retention of data also for Internet providers  

Since 1 January 2009, all Internet connection data in Germany must be stored for half a 
year, even without concrete suspicion. The EU Directive on the retention of 
telecommunication and Internet connection data was already implemented into German law 
effective the beginning of 2008.28 The connection data generated by landline and cell phone 
calls have already been stored since the beginning of 2008. A transition period applied to 
Internet providers, which expired the end of 2008.29  

44..66  Germany: Revised BKA Act enters into force 

Effective 1 January 2009, the revised Law on the Federal Criminal Police Office (BKA) 
entered into force. This law provides new powers in the fight against terrorism and also 
allows for covert online searches.30

44..77  United Kingdom: New cybercrime law enters into force 

In England and Wales, the revised Computer Misuse Act entered into force on 1 October 
2008. The most important changes involve a tightening of the punishment for unauthorised 
access to computer systems and a prohibition of denial-of-service (DOS) attacks and the 
distribution of "hacker tools".31

5 Trends / Outlook 

55..11

                                                

  General cybercrime development 

On the technical side, the resources of cybercriminals have not changed much over the last 
half-year. Spam e-mails and drive-by infections are used to spread malicious software. 
Malware e-mails received in Switzerland are, in addition to English, also written in German, 
French, and Italian. Trojans and phishing are used to obtain personal data. Trojan horses are 
hidden using the rootkit function. Phishing pages are hosted on fast flux networks. Botnets 
are still the most important means to an end, and many of them still operate. Vulnerabilities 

 
 
 
28 See MELANI semi-annual report 2007/2, Chapter 7.1: 
http://www.melani.admin.ch/dokumentation/00123/00124/01048/index.html?lang=en (as of: 02.02.2009). 
29 For detailed information on the topic, see the following page of the German Federal Commissioner for Data 
Protection and Freedom of Information: 
http://www.bfdi.bund.de/cln_007/nn_533578/DE/Schwerpunkte/Vorratsdaten/Artikel/Vorratsdatenspeicherung.htm
l (as of: 02.02.2009).
30 For the legislative text, see: http://www.bgblportal.de/BGBL/bgbl1f/bgbl108s3083.pdf; on the debate concerning 
online searches in Germany, see also MELANI semi-annual report 2008/1, Chapter 7.1: 
http://www.melani.admin.ch/dokumentation/00123/00124/01065/index.html?lang=en (as of: 02.02.2009). 
31 For the enactment, see: http://www.opsi.gov.uk/si/si2008/uksi_20082503_en_1; the Computer Misuse Act: 
http://www.opsi.gov.uk/acts/acts1990/UKpga_19900018_en_1.htm and the Police and Justice Act: 
http://www.opsi.gov.uk/Acts/acts2006/ukpga_20060048_en_1 (as of: 02.02.2009). For additional information, see 
also the following article: http://www.theregister.co.uk/2008/09/30/uk_cybercrime_overhaul/ (as of: 02.02.2009). 

http://www.bfdi.bund.de/cln_007/nn_533578/DE/Schwerpunkte/Vorratsdaten/Artikel/Vorratsdatenspeicherung.html
http://www.bfdi.bund.de/cln_007/nn_533578/DE/Schwerpunkte/Vorratsdaten/Artikel/Vorratsdatenspeicherung.html
http://www.bgblportal.de/BGBL/bgbl1f/bgbl108s3083.pdf
http://www.melani.admin.ch/dokumentation/00123/00124/01065/index.html?lang=en
http://www.opsi.gov.uk/si/si2008/uksi_20082503_en_1
http://www.opsi.gov.uk/acts/acts1990/UKpga_19900018_en_1.htm
http://www.opsi.gov.uk/Acts/acts2006/ukpga_20060048_en_1
http://www.theregister.co.uk/2008/09/30/uk_cybercrime_overhaul/
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What has changed, however, are the business structures of cybercriminals: a veritable 
service organisation is steadily establishing itself. No longer autonomous groups, but rather 
networked structures are concentrating on specific tasks. Information exchange among these 
groups appears to be excellent. Every cybercriminal finds a niche and then tries to offer his 
product on the "market". Meanwhile, entire service packages are being offered (Chapter 5.2). 
Since the problem is now well-known, one could imagine that countermeasures should be 
relatively simple. Individual successes such as the arrest of a gang of e-banking fraudsters 
(Chapter 4.2) or the deactivation of the provider McColo (Chapter 7.4) are certainly grounds 
for optimism. But despite these successes, not much has changed regarding the magnitude 
of the damage caused on a daily basis. The perpetrators are able to adapt to new situations 
without difficulties. If one member is eliminated, the next one steps into the breach and tries 
to fill the gap as quickly as possible. The deactivation of McColo, for instance, only led to a 
short-term reduction of spam e-mails. In the first week of February 2009, the average amount 
of spam again reached the same level as before the spam host McColo was shut down.32 
Also the arrest of the e-banking fraudsters only meant a brief respite for Switzerland. Not 
even 4 months later, a new group was already attempting to establish a new Trojan family.  
 

Unfortunately, the reaction on the side of countermeasures is quite a bit slower. The 
discussions on responsibility for Internet security have not yet been fully clarified in many 
cases. Depending on the case and the background situation, responsibility may fall to 
prosecution, providers, registries, website operators, or even individual Internet users 
themselves. Not infrequently, attacks might be curtailed completely with the right reaction or 
networking of these parties. Accordingly, it appears clear that everyone offering or using 
services on the Internet is in some way responsible. Unfortunately, however, in many cases 
a scapegoat is sought rather than learning the right lessons and thus contributing to a 
solution for greater Internet security.  

55..22

                                                

  New "business models" and "services" give new 
impetus to cybercrime in 2009 

In the field of cybercrime, last year saw the emergence of the commercial model Crimeware-
as-a-Service (Caas)33. Cybercriminals aware of the technical difficulties involved in server 
administration, the installation of toolkits, or the infection of websites, may use this model to 
"rent" the service needed. Through these platforms, they receive the necessary data (credit 
cards, access data to bank accounts, webservers, etc.) directly from other Internet criminals 
(Criminal-to-Criminal, C2C). They can then use this data to make money (e.g. financial 
transactions, reselling data, or acquiring goods). This new commercial model will receive a 
significant new impetus in 200934 because of various factors such as the economic crisis and 
the difficulty of tracking and prosecuting criminals.  

One question always asked is whether access to this type of criminal activities is really as 
simple as various studies show. Like all illegal activities, cybercrime is developing in an 

 
 
 
32 See also: http://www.eleven.de/de/aktuell/pressemitteilungen/eleven-spam-aufkommen-hat-sich-von-mccolo-
abschaltung-erholt-398.html  (as of: 02.02.2009). 
33 http://www.finjan.com/Pressrelease.aspx?id=1922&PressLan=1819&lan=3 (as of: 03.02.2009) 
34 http://www.finjan.com/GetObject.aspx?Objld=641&Openform=50 (as of: 15.01.2009, study cannot be 
downloaded without prior registration) 

http://www.eleven.de/de/aktuell/pressemitteilungen/eleven-spam-aufkommen-hat-sich-von-mccolo-abschaltung-erholt-398.html
http://www.eleven.de/de/aktuell/pressemitteilungen/eleven-spam-aufkommen-hat-sich-von-mccolo-abschaltung-erholt-398.html
http://www.finjan.com/Pressrelease.aspx?id=1922&PressLan=1819&lan=3
http://www.finjan.com/GetObject.aspx?Objld=641&Openform=50
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unknown and changing environment, so as to avoid detection by law enforcement, 
researchers, and other security experts. A certain degree of anonymity is ensured by 
communicating via Internet Relay Chat (IRC) protocol, for instance. Some servers have only 
a few channels, while there are others with tens of thousands of channels. The latter are 
used by cybercriminals to enter into contact with each other, knowing fully well that they are 
less detectable there. Internet criminals offer, sell and purchase their services via IRC 
channels
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35. Criminals do offer persons outside the industry all-included services, but it is also 
difficult to attract new prospective customers. The IRC channels are not easily accessible for 
novices, first of all because of technical application problems, but also because of the 
enormous number of channels that a server may offer and the resulting difficulty of finding 
what one is looking for.  

So what could be more suitable for this purpose than a web-based service? The first 
manifestation of such a service was the website 76service.com36. After identifying 
themselves, Subscribers could download the most recent stolen data from a malware named 
Gozi37. 76service.com served as a model for others, generating numerous similar services 
that offered stolen data for sale practically in real time, with which subscribers could access 
bank accounts or forge credit cards38. 

But the business models of cybercriminals go even further. They now offer their services out 
in the open, even providing tools via generally accessible channels, such as open forums. 
Anyone needing explanations on how to use purchased malware or assistance in further 
developing it can find ideal support: 

 

For the most widespread and popular kits such as El Fiesta or IcePack, the malware is often 
offered together with exploits. The malware is often a pirated copy. The developers of such 
crimeware have even managed to distribute them with exclusive user licences, in order to 
protect the intellectual property of their work, as already mentioned in the first MELANI semi-
annual report for 200839.  

                                                 
 
 
35 http://www.symantec.com/content/de/de/about/downloads/PressCenter/20081124_UE_Report_Final.pdf (as of: 
17.12.2008) 
36 http://rbnexploit.blogspot.com/2007/10/rbn-76service-gozi-hangup-team-and-us.html (as of:.02.2009) 
37 http://www.secureworks.com/research/threats/gozi/?threat=gozi (as of:.02.2009) 
38 http://ddanchev.blogjspot.com/2008/12/zeus-crimeware-as-service-going.html  
39 http://www.melani.admin.ch/dokumentation/00123/00124/01065/index.html?lang=it (“Professionalisation of 
cybercrime using the example of ZeuS”, as of: 12.02.2009) 

http://www.symantec.com/content/de/de/about/downloads/PressCenter/20081124_UE_Report_Final.pdf
http://rbnexploit.blogspot.com/2007/10/rbn-76service-gozi-hangup-team-and-us.html
http://www.secureworks.com/research/threats/gozi/?threat=gozi
http://ddanchev.blogjspot.com/2008/12/zeus-crimeware-as-service-going.html
http://www.melani.admin.ch/dokumentation/00123/00124/01065/index.html?lang=it
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Not only malware is offered for sale, but also support – it's all just a question of money. 

 

Whether Internet crime moves in the direction of outsourcing or whether it remains reserved 
to those with at least relevant basic knowledge, one thing is sure: In these times of economic 
crisis and given the difficulties in prosecuting cybercriminals, the fact that the means of 
committing crimes are offered via channels that are open and easily accessible for Internet 
users will give this "industry" a new impetus in 2009. 
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5..33  Dealing with the information society's waste data 

Memory space on electronic devices is steadily increasing. Practically every electronic 
device nowadays also contains a memory card. The amount of stored data accumulated by 
every user is growing continuously. To counter this, data no longer in use should be deleted. 

How to delete data correctly is not clear to many people, however. Especially when one 
passes on one's camera, cell phone, or USB stick, for instance, deleting data is essential. 
Some points must be considered in this regard, and a procedure should be chosen that is 
appropriate to the medium in question, the protection level of the information, and the 
specific case. 

 
Chapter 7.1 in the Appendix includes some practical tips for use at home and in 
companies. In summary, they are: 
• Simple deletion does not suffice; the data can still be restored. 
• The deletion method depends on the confidentiality of the data. 
• Use special deletion tools (wipe tools).  
• The best way to delete an optical data carrier is to shred it. 

 

55..44  Access data for Internet services increasingly targeted 
by cybercriminals  

Now that classical phishing against e-banking clients is only used sporadically in Switzerland, 
one could assume that the problem has become a thing of the past. But that classical 
phishing continues to be an issue is seen by the regular reports received by MELANI and 
CYCO. A user name and password is needed for all Internet services: for instance for e-mail 
accounts, access to website servers, auction and trading platforms, and e-shops. These data 
will become targeted even more by cybercriminals. Unlike e-banking accounts, two-factor 
authentication is often lacking: protection is limited to login and password. As a rule, the real 
target is not the owner of the account. The account is only a means to an end and is used for 
the commission of a criminal offence: for instance by pretending to be another person, using 
a higher rating on an auction account, or placing drive-by infections on websites that in turn 
spread an e-banking Trojan. In the last case, phishing is thus used to spread malware that in 
turn targets e-banking applications.  
 
 
Individual aspects of security should no longer be monitored in isolation, but rather seen and 
fought as a whole. Every individual using or offering an Internet service is part of this Internet 
security. This awareness and also responsibility will have to become stronger in the coming 
years. Especially providers will become increasingly targeted by cybercriminals.  
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6  Glossary 
This glossary contains all terms in italics in this semi-annual report. A more detailed glossary 
with more terms can be found at: 
http://www.melani.admin.ch/glossar/index.html?lang=en. 

 

ActiveX A technology developed by Microsoft to download small 
applications, so-called ActiveX controls, to the client’s computer 
from where they run when web pages are viewed. They enable 
different effects and functions to be carried out. Unfortunately this 
technology is often abused and represents a security risk. For 
example, dialers are downloaded through ActiveX to the computer 
and run. ActiveX problems only concern Internet Explorer because 
the other browsers do not support this technology. 

Bot / Malicious Bot Comes from the Slavic word “robota” meaning work. Refers to a 
program that automatically carries out certain actions upon 
receiving the command. So-called malicious bots can control 
compromised systems remotely and have them carry out arbitrary 
actions. 

Botnet A collection of computers infected with malicious bots. These can 
be fully remotely controlled by the attacker (the owner of the 
botnet). Depending on its size, a botnet may consist of several 
hundred to millions of compromised computers.  

CA Certificate authority 

A certificate authority is an organisation issuing a digital certificate. 
A digital certificate is the cyberspace equivalent of a personal 
identification card and serves to assign a specific public key to a 
person or organisation. This assignment is certified by the 
certificate authority with its own digital signature. 

ccTLD Country code – Top-level domain 

Every Internet domain name consists of a sequence of characters 
separated by periods. The term "top-level domain" refers to the last 
name in this sequence and constitutes the highest level of the 
name resolution. For example, the TLD for 
http://www.melani.admin.ch is "ch".  If this TLD is assigned to a 
country, the abbreviation ccTLD is used. 

Command & control 
server 

Most bots can be monitored by a botmaster and receive 
commands via a communication channel. This channel is called 
command & control server. 

Defacement Unauthorized alteration of websites. 

DNS Domain Name System .With the help of DNS the internet and its 
services can be utilised in a user-friendly way, because users can 
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utilise names instead of IP addresses (e.g. www.melani.admin.ch). 

DoS attacks Denial of service attacks. Have the goal of causing a loss of a 
specific service to users or at least to considerably restrict the 
accessibility of the service.  

Drive by infection Infection of a computer with malware simply by visiting a website. 
Often the websites concerned contain reputable offerings and have 
already been compromised beforehand for the purposes of 
spreading the malware. The infection occurs mostly by trying out 
exploits for vulnerabilities not yet patched by the visitor. 

Exploit code (Or simply "exploit") A programme, script, or line of code used to 
exploit weaknesses in computer systems. 

Fast flux Fast flux is a DNS technique used by botnets to conceal phishing 
or malware-spreading sites by distributing them among different 
hosts. If a computer fails, the next computer steps into the breach.  

Financial agent A financial agent works as a legal money broker and thus engages 
in financial transfers. Recently, this term has been used in 
connection with illegal financial transactions. 

Firewall A firewall protects computer systems by monitoring incoming and 
outgoing connections and rejecting them if necessary. A personal 
firewall (also called a desktop firewall), on the other hand, is 
designed to protect a stand-alone computer and is installed directly 
on it. 

Flash Adobe Flash (or simply "Flash", formerly "Macromedia Flash") is a 
proprietary, integrated development environment for creating 
multimedia content. Flash is now used on many websites, whether 
as web banners, as part of a website (e.g. as a control menu) or in 
the form of entire Flash pages. 

Flash memory card Flash memory cards are digital memory chips. Flash memory is 
used everywhere information must be stored in a very small space.
Examples: USB sticks, memory cards for digital cameras, cell 
phones, handhelds, MP3 players. 

FTP File Transfer Protocol 

FTP is a network protocol for transferring data via TCP/IP 
networks. FTP can be used, for instance, to load websites onto a 
webserver. 

ICANN Internet Corporation for Assigned Names and Numbers (ICANN) 

ICANN is a non-profit organisation under private law with 
headquarters in the small Californian town of Marina del Rey. 
ICANN decides on the foundations for administering top-level 
domains. In this way, ICANN coordinates technical aspects of the 
Internet without, however, using binding law. ICANN is subject to 
the US Department of Commerce and thus the US government. 
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Internet Relay Chat  

One of the earliest online chat protocols (no Instant Messaging). 

Javascript An object-based scripting language for developing applications. 
JavaScripts are programme components integrated in HTML code 
enabling specific functions in internet browsers. For example, while 
checking user input on an internet form, a JavaScript can verify 
that all the characters entered of a telephone number are actually 
numbers. As is the case with ActiveX Controls, JavaScripts are run 
on the client's computer. Unfortunately dangerous functions can 
also be programmed with Javascripts. In contrast to ActiveX, 
JavaScript is supported by all browsers.  

Malware / Malicious 
Code 

Comes from the terms "malicious" and "software". Generic term for 
software which carries out harmful functions on a computer. This 
comprises amongst others viruses, worms, Trojan horses. See also 
Malware. 

MD5 hash function Algorithm converting any text into a numeric sequence of always 
the same length.   

Hash functions are used in three areas:  
• Cryptography.  
• Database systems. Database systems use hash functions 

to search efficiently within large databases.  
• Checksums. A hash value can be assigned to every file. An 

altered hash value indicates a manipulation. 

MoneyGram MoneyGram International, Inc. is a US financial company 
headquartered in Minneapolis with an international financial market 
presence. MoneyGram offices can be used to transfer money 
between 2 persons in different places. 

Peering The term "peering" is used to describe a direct link between IP 
networks for routing data exchange between two partners (e.g. 
providers).  

Phishing Fraudsters phish in order to gain confidential data from 
unsuspecting Internet users. This may, for example, be account 
information from online auctioneers (e.g. eBay) or access data for 
Internet banking. The fraudsters take advantage of their victim's 
good faith and helpfulness by sending them e-mails with false 
sender addresses. 

Plug-In, Plugin (Additional) software that extends the basic functions of an 
application, e.g. Acrobat plug-ins for internet browsers allow direct 
display of PDF documents.  

Rootkit A collection of programs and technologies which allow unnoticed 
access to and control of a computer to occur. 

Security holes A loophole or bug in hardware or software through which attackers 
can access a system. 
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Secure Hash Algorithm.  

The term "SHA" describes a group of standardised cryptological 
hash functions that calculate an unambiguous hash value for any 
kind of electronic data. 

Social Engineering 

 

Social engineering attacks take advantage of people's helpfulness, 
credulity or lack of self confidence in order to gain access to 
confidential data or to prompt them to perform certain actions, for 
example.  

SSL/TLS server 
certificate 

A digital certificate is the cyberspace equivalent of a personal 
identification card and serves to assign a specific public key to a 
person or organisation. This assignment is certified by the 
certificate authority with its own digital signature. 

Trojan horse Trojan horses (often referred to as Trojans) are programs that 
covertly perform harmful actions while disguised as a useful 
application or file.  

Two-factor 
authentification 

For this at least two of the following three authentication factors are 
required: 
1. Something you know (e.g. password, PIN, etc.) 
2. Something you have (e.g. a certificate, token, list of codes, etc.) 
3. Something you are (e.g. finger print, retina scan, voice 
recognition, etc.) 

UDP User Datagram Protocol  

UDP is a minimal, connectionless network protocol belonging to 
the transport layer of the Internet protocol family. UDP's job is to 
assign data transferred via the Internet to the proper application. 

Western Union Western Union is the leading provider of worldwide money transfer 
services and offers the possibility of transferring money quickly 
around the world, paying bills, and acquiring payment 
authorisations. 

Worm Unlike viruses, worms do not require a host program in order to 
propagate. Instead, they use vulnerabilities or configuration errors 
in operating systems or applications to spread by themselves from 
one computer to another. 
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77..11

                                                

  Permanent deletion of data on data carriers40 

To prevent stored data from ending up in the wrong hands, an orderly approach to deleting 
or destroying data and data carriers is necessary. Before data carriers are reused, the stored 
data must be deleted completely. This is particularly important if data carriers are passed on 
to third parties. 

There are various methods for deleting information on data carriers. Which method is chosen 
depends significantly on the protection requirements of the data to be deleted, but of course 
also on the type of data carrier. The following data carriers are used nowadays: 
  
• magnetic storage media such as hard disk, floppy disks, removable disks, zip disks, 

magnetic tapes, 

• optical storage media (e.g. CDs, DVDs), 

• electronic storage media (e.g. flash memory or flash cards, such as USB sticks and 
memory sticks or other electronic memory cards). 

The following hints and recommendations discuss the most important methods for deleting or 
destroying data carriers: 

 
Delete commands 
Delete commands are commands and functions provided by the operating system for 
deleting files or folders. When using delete commands, it should be noted that the file 
information is generally not deleted, but rather only the reference to this information in the 
"table of contents" of the data carrier. The data continues to exist.  
 
 
Formatting 
Hard disks distinguish between low-level formatting, which recreates tracks and sectors on 
the hard disk, and logical or high-level formatting, which is performed by the operating 
system. High-level formatting is not suitable as a deletion method, since only the file system 
structure is reformatted. 
 
On older hard disks, the user was able to perform low-level formatting, which rewrote the 
basic magnetic structures of the disk. On modern hard disks, this can generally only be 
performed by the manufacturer.  
 
In the case of rewriteable CD-ROMs (CD-RWs), floppy disks, or similar data carriers, it 
should be noted that fast formatting does not delete the data. Complete deletion is therefore 
necessary.  
 
 
 
 

 
 
 
40 These instructions are based on „Secure deletion of data carriers“ 
https://ssl.bsi.bund.de/gshb/deutsch/m/m02167.htm and „Focus: Secure use of mini-applications“ 
http://www.bsi-fuer-buerger.de/brennpunkt/index.htm by the German Federal Office for Information Security (BSI).  
 
 

https://ssl.bsi.bund.de/gshb/deutsch/m/m02167.htm
http://www.bsi-fuer-buerger.de/brennpunkt/index.htm
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Data on intact hard disks can be deleted completely by overwriting them with special 
software so they cannot be restored. The data are overwritten once or several times with 
specified characters or random numbers. The data carriers can still be used after being 
overwritten. Most of these tools offer different methods of overwriting. Well-known methods 
are the very secure Peer Gutmann procedure41, which overwrites the data 35 times with 
alternating number sequences, but which is also very slow. The Russian GOST P50739-95 
or DoD 5220.22-M (E) procedure, which overwrites the data 3 times, is generally sufficient in 
most cases of private use. Which procedure you ultimately use depends on your personal 
security requirements, however. 
 
Examples of free programmes that securely delete data are Eraser42, Secure Eraser43, and 
KillDisk44. 
 
Advanced users can also use the deletion programme cipher.exe45, which is integrated into 
Windows. The programme is available under Windows XP and Vista and deletes freed data 
fields on the hard disk by overwriting them three times. 
 
This is how to use cipher.exe: 
 
1. Delete all the files in the trash. 
2. Go to Start/Run and enter cmd in the command line. This opens the console. 
3. Enter the command cipher.exe /w:C:\\. C:\\ stands for the drive to be cleaned. The 

programme only overwrites free data fields, i.e. your data will not be changed! Press 
<Enter>. 

4. This will start the procedure, which may take a while depending on the size of the hard 
disk. 

 
Note: When using this tool, you should take into account that the content of small files (less 
than 4 KB) to be deleted may not be overwritten if they are located directly in the Master File 
Table (MFT), i.e. the "table of contents" of the hard disk. cipher.exe is not available in 
Windows XP Home Edition. 
  
 
 
Physical destruction of data carriers 
 
Rewritable data carriers like CD-RWs can in principle be deleted by overwriting them 
completely. In theory, however, there is a possibility that tracks containing old information will 
remain and can be reconstructed. If protection requirements are high, rewritable data carriers 
must therefore be destroyed with appropriate devices (shredders) to make the stored 
information unreadable. 
 
Optical data carriers like CD-Rs that are not rewritable cannot be deleted and must instead 
be destroyed with appropriate devices (shredders) to make the stored information 
unreadable.  
 

 
 
 
41 http://de.wikipedia.org/wiki/Gutmann-Methode  (as of: 02.02.2009). 
42 http://www.chip.de/downloads/Eraser-5.8.6a_12994923.html  (as of: 02.02.2009). 
43 http://www.chip.de/downloads/Secure-Eraser_13008545.html  (as of: 02.02.2009). 
44 http://www.killdisk.com/  (as of: 02.02.2009). 
45 More Information: http://support.microsoft.com/kb/315672/en-us/ (as of: 02.02.2009). 
 

http://de.wikipedia.org/wiki/Gutmann-Methode
http://www.chip.de/downloads/Eraser-5.8.6a_12994923.html
http://www.chip.de/downloads/Secure-Eraser_13008545.html
http://www.killdisk.com/
http://support.microsoft.com/kb/315672/en-us/
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In the case of defective hard drives that can no longer be overwritten, the only way to delete 
the data is to destroy the hard disk. Shredding is one possibility, as are thermal procedures 
such as burning or melting the hard disk. Magnetic tape cassettes can be destroyed 
mechanically or thermally in the same way as hard drives. 
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Deletion devices for magnetic data carriers 
Deletion devices are used to destroy vulnerable data stored on magnetic data carriers so that 
the data carriers can then be reused. Deletion devices (degaussers) for magnetic data 
carriers employ a strong constant or alternating magnetic field. When the deletion device is 
activated, the data carriers are flooded by the magnetic field of the device ("erasure"). 
 
However, it should be noted that hard disks and various magnetic tapes can no longer be 
used after deletion, since the servo track, which steers the write/read head, is also deleted 
together with the stored data. 
 
 
Mobile storage devices, cameras, cell phones, etc.  
 
Special attention should be paid to cell phones and cameras. As a rule, they have a short 
lifespan and are often subsequently reused by third persons or resold. They may also 
contain especially confidential information such as personal photos or telephone numbers 
that should not be given to strangers. These storage media are generally connected with the 
computer via USB and appear there as a drive. The drive can then be specially overwritten 
using the deletion tools described above. Should the device not be connectable to a 
computer, the only option is physical destruction. 
 
 

• The deletion method depends on the confidentiality of the data. 
• Simple deletion is not sufficient.  
• Data can be restored after simple deletion. 
• Use special deletion programmes (wipe tools).  
• In the case of optical data carriers, the best solution is shredding. 

 

77..22  Turning off the AutoRun function in Windows 

The AutoRun function in storage media is responsible for triggering defined actions when 
removable media are connected. The content of the media may be played automatically, for 
example, or a context menu may be started. During the automatic launch, the file 
"autorun.inf" on the medium is analyzed. This file determines which commands are executed 
by the system. Many companies use this functionality to launch installation programmes. 
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Typical action when connecting a USB stick 
 
 
The AutoRun function in Windows also harbours dangers, however. More and more pests 
use flash storage as attack vectors. The AutoRun function plays a central role in this regard. 
Deactivating it provides a significant gain in security. Unfortunately, deactivating AutoRun is 
not easy, and one must modify the Windows registration database. The necessary steps are 
shown in the following instructions. 
 
 
ATTENTION: Deactivating the AutoRun functions only works after installing a Microsoft 
Windows Update. This is not done automatically46. 

Update for Windows XP (KB950582) 
http://www.microsoft.com/downloads/details.aspx?FamilyId=CC4FB38C-579B-40F7-89C4-
1721D7B8DAA5&displaylang=en
Update for Windows Server 2003 for Itanium systems (KB950582) 
http://www.microsoft.com/downloads/details.aspx?FamilyId=5795F63E-1FD9-4A13-9650-
1015E14B6D11&displaylang=en
Update for Windows Server 2003 x64 Edition (KB950582) 
http://www.microsoft.com/downloads/details.aspx?FamilyId=E8507286-CDF8-4BCB-AFC5-
9734FE772C53&displaylang=en
Update for Windows Server 2003 (KB950582) 
http://www.microsoft.com/downloads/details.aspx?FamilyId=705305E5-7060-4236-B5D2-
40CA63A967FB&displaylang=en
Update for Windows XP x64 Edition (KB950582) 
http://www.microsoft.com/downloads/details.aspx?FamilyId=21A0124C-6F50-4281-923E-
E2B28068147A&displaylang=en
Update for Windows 2000 (KB950582) 
http://www.microsoft.com/downloads/details.aspx?FamilyId=C192EDCF-CA3D-44E3-8ECC-
49C5F4DA5405&displaylang=en
 

                                                 
 
 
46 All information at  http://support.microsoft.com/kb/953252/de  (as of: 02.02.2009). 
 

http://www.microsoft.com/downloads/details.aspx?FamilyId=CC4FB38C-579B-40F7-89C4-1721D7B8DAA5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=CC4FB38C-579B-40F7-89C4-1721D7B8DAA5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=5795F63E-1FD9-4A13-9650-1015E14B6D11&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=5795F63E-1FD9-4A13-9650-1015E14B6D11&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=E8507286-CDF8-4BCB-AFC5-9734FE772C53&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=E8507286-CDF8-4BCB-AFC5-9734FE772C53&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=705305E5-7060-4236-B5D2-40CA63A967FB&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=705305E5-7060-4236-B5D2-40CA63A967FB&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=21A0124C-6F50-4281-923E-E2B28068147A&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=21A0124C-6F50-4281-923E-E2B28068147A&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=C192EDCF-CA3D-44E3-8ECC-49C5F4DA5405&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=C192EDCF-CA3D-44E3-8ECC-49C5F4DA5405&displaylang=en
http://support.microsoft.com/kb/953252/de
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For Windows Vista and Windows Server 2008 systems, Update 950582 (Security Bulletin 
MS08-038 (http://www.microsoft.com/germany/technet/sicherheit/bulletins/ms08-038.mspx) ) 
must be installed to use the registration key settings for deactivating AutoRun. 
 
As soon as these prerequisites are completed, perform the following steps to deactivate 
AutoRun: 
 
First, the Registration Editor must be launched. Go to "Run", enter "regedit", and click "OK". 

 

 

Now you have to find the "NoDriveTypeAutoRun" key, which administers the AutoRun 
function. Search for it using the Registration Editor. 

 

 

http://www.microsoft.com/germany/technet/sicherheit/bulletins/ms08-038.mspx
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This locates the key, and double-clicking it opens the following dialogue box: 

 

Entering the hexadecimal value "FD" deactivates the AutoRun function of all drives.  

ATTENTION: This setting only applies to the current user. 

A user-defined AutoRun configuration can be set up with the help of the following table. You 
can determine precisely which drive types the AutoRun function should use and which it 
should not. 

The table lists the individual types of drive. Please note that, due to their formatting, USB 
sticks are generally categorised as removable storage, while USD hard drives are 
categorised as hard drives.  

If you want to activate AutoRun, enter a "0" in the column of the desired drive type. If 
AutoRun should not be active, enter a "1". The positions "Reserved" and "Third-party drive" 
should always contain a "1", while "Drive without root" should always be "0".  

Writing down these numbers in sequence generates the binary value of the desired 
configuration.  

Reserved   RAM disk CD-ROM 
drive 

Network 
drive 

Hard drive Removable 
storage 

Drive 
without root 

Third-party 
drive 

Binary value 

1 1 1 0 1 1 0 1 11101101 

1 0 0 0 0 0 0 1 10000001 

1      0 1  

Table for generating the binary value of the AutoRun function. Configuration 1 deactivates USB hard 
drives and USB sticks, and Configuration 2 permits AutoRun on all drive types. You can compile your 
own binary value in the last row. 
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The binary value must then be converted into hexadecimal. You can use the Calculator in 
Scientific mode. 

 

Choose binary mode and enter the binary value that you generated using the table above. 

 

Now select hex mode, and the binary value will be converted automatically. 
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This value can now be entered in the Registration Editor. 

 

77..33  Vulnerabilities in DNS and MD5 

At the 25th Chaos Communication Congress (25CS), an international research group – with 
the participation of EPFL – showed how known weaknesses in the collision resistance of the 
cryptographic hash function MD5 can be exploited to gain possession of a trustworthy CA 
certificate (http://www.win.tue.nl/hashclash/rogue-ca/). Such a certificate can be used to 
issue SSL/TLS server certificates for large-scale phishing attacks, for instance. For this 
purpose, two certificate applications are necessary: one for a user certificate and one for a 
CA certificate. The data of these two applications are constructed in such a way that the data 
ultimately written into the certificate will collide under MD5, i.e. both certificates have the 
same MD5 hash value and hence the same signature. If the user certificate is signed by a 
trustworthy CA, that signature can be used to issue the CA certificate without further 
involvement by the trustworthy CA. This certificate will then be accepted by customary 
browsers without notification to the user. 

From a theoretical standpoint, the research result is interesting because it demonstrated for 
the first time that the weaknesses regarding the collision resistance of MD5, which have 
been known since 2004, can be exploited for realistic attacks. From a practical standpoint, 
the result is not so spectacular, since only few CAs still employ MD5. This trend away from 
MD5 toward SHA-1 or even more collision-resistant hash functions (especially SHA-2 and 
soon SHA-3) will increase. However, the collision resistance of the employed hash functions 
is not the only Achilles heel when using certificates. For instance, many attacks nowadays 
employ no certification or a similar but false certificate, and the user simply clicks through the 
browser's warning message anyway. These attacks cost significantly less for the attacker 
and are not much less effective. 

http://www.win.tue.nl/hashclash/rogue-ca/
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47 
discovered a dangerous vulnerability in the DNS system. He contacted the major actors in 
this field (Microsoft, Cisco, and others) to jointly identify a solution to this problem. After six 
months of work, a patch was released on 8 July 2008; this was the largest current security 
update in the entire history of the Internet.  

Although DNS cache poisoning has already caused problems in the past (and were solved 
with an algorithm that randomly generated the QID of the queries), Kaminsky discovered a 
much more alarming form of cache poisoning. This attack could also target the authority 
records, which would potentially allow a cybercriminal to "redirect" the information flow (http, 
e-mail, etc.) via a specific zone (e.g. a domain name) to a specially prepared server. To 
overcome this problem, random generation of source points (UDP port of the name server) 
would be necessary48. 

77..44

                                                

  Provider services: After McColo, the winds blow from 
the East 

It was 7:30 p.m. (EST) on 11 November 2008 when, according to the CIDR report49, the 
provider Hurricane Electric (HE) interrupted routing for McColo (depeering).  

McColo50 was an American hosting provider notorious for its multitude of illegal activities, 
such as hosting websites marketing pharmaceutical products and command & control (C&C) 
servers of the major botnets51. On the basis of information compiled by IT security specialists 
and especially by the journalist Brian Krebs of the Washington Post52 and forwarded to 
McColo's upstream provider HE53, HE decided to "pull the plug" on its client. The next day, 
Krebs published an article detailing the dramatic worldwide reduction of spam volume54. 

After McColo was disconnected from the Internet, the question arose concerning the 
medium-term consequences of this step. In the short term, i.e. in the days after the 
depeering, various sources registered a noticeable worldwide reduction in spam; in the 
medium-term however, i.e. just a few weeks later, new activities were registered55. These 

 
 
 
47 http://www.doxpara.com  
48 An easily understandable explanation is available at: http://www.unixwiz.net/techtips/iguide-kaminsky-dns-
vuln.html  (as of: 13.02.2009) 
49 http://www.cidr-report.org/cgi-bin/as-report?as=AS26780  (Stand: 17.12.2008) 
50 http://web.archive.org/web/*/http://www.mccolo.com/  
51 http://voices.washingtonpost.com/securityfix/2008/11/the_badness_that_was_mccolo.html (as of: 17.12.2008), 
more recent report on McColo by Hostexploit.com: 
http://hostexploit.com/downloads/Hostexploit%20Cyber%20Crime%20USA%20v%202.0%201108.pdf (as of: 
17.12.2008)  
52 http://voices.washingtonpost.com/securtiy/2008/11/major_source_of_online_scams_a.html (as of: 17.12.2008) 
53 http://www.secureworks.com/research/threats/warezov/ (as of: 17.12.2008), 
http://blog.fireeye.com/research/2008/10/mccolo-hoting-srizbi-cc.html (as of: 17.12.2008), 
http://www.threatexpert.com/report.aspx?uid=745bcad4-9f9d-4a32-ba95-7cb7d5fc14f8  
54 http://voices.washingtonpost.com/security/2008/11/spam_volumes_drop_by_23_after.html (as of: 17.12.2008), 
http://www.securityfocus.com/brief/855 (as of: 17.12.2008) 
55 http://www.theregister.co.uk/2008/11/18/short_mccolo_resurrection/ (as of: 17.12.2008) 

http://www.doxpara.com/
http://www.unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html
http://www.unixwiz.net/techtips/iguide-kaminsky-dns-vuln.html
http://www.cidr-report.org/cgi-bin/as-report?as=AS26780
http://web.archive.org/web/*/http://www.mccolo.com/
http://voices.washingtonpost.com/securityfix/2008/11/the_badness_that_was_mccolo.html
http://hostexploit.com/downloads/Hostexploit%20Cyber%20Crime%20USA%20v%202.0%201108.pdf
http://voices.washingtonpost.com/securtiy/2008/11/major_source_of_online_scams_a.html
http://www.secureworks.com/research/threats/warezov/
http://blog.fireeye.com/research/2008/10/mccolo-hoting-srizbi-cc.html
http://www.threatexpert.com/report.aspx?uid=745bcad4-9f9d-4a32-ba95-7cb7d5fc14f8
http://voices.washingtonpost.com/security/2008/11/spam_volumes_drop_by_23_after.html
http://www.securityfocus.com/brief/855
http://www.theregister.co.uk/2008/11/18/short_mccolo_resurrection/
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56. 

Botnets are not the only ones to have found a new home in Russia and its neighbours. At the 
end of November 2008, Switzerland was flooded with a spam wave recruiting people to 
launder money. The money to be laundered originated from Swiss e-banking fraud57. The e-
mails were signed by the imaginary company estfingroup.net.  

The URL estfingroup.net refers to the name server beedns.net under the addresses 
92.241.162.59 and 92.241.162.60. The routing of these addresses leads to AS41947, which 
belongs to the company Webalta Wahome Networks. 

 

 

                                                 
 
 
56 http://blog.fireeye.com/research/2008/11/rustocks-new-home.html (as of: 17.12.2008) and 
http://blog.fireeye.com/research/2008/11/its-srizbi-trun-now.html (as of: 17.12.2008) 
57 http://www.melani.admin.ch/dienstleistungen/archiv/01073/index.html?lang=en (as of: 16.02.2009) 

http://blog.fireeye.com/research/2008/11/rustocks-new-home.html
http://blog.fireeye.com/research/2008/11/its-srizbi-trun-now.html
http://www.melani.admin.ch/dienstleistungen/archiv/01073/index.html?lang=en
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Webalta.ru is a Russian service provider hosting numerous criminal activities. This company 
currently has about a dozen SBL advisories at Spamhaus (SBL59981, SBL64756, 
SBL66771, SBL69825, SBL70442, SBL70445, SBL71946, SBL71948, SBL71955, 
SBL71957, 72319, SBL72604, SBL72607), especially for the hosting of botnet C&Cs, drop 
servers for various malware, spamming, and infected websites. A brief search generates 
various results relating to the criminal domains housed at Webalta58. The following list shows 
some examples: 

 

                                                 
 
 
58 http://www.spamhaus.org/sbl/sbl.lasso?query=SBL69825 (as of: 16.02.2009), 
http://msmvps.com/blogs/hostsnews/archive/2008/11/10/1653730.aspx (as of: 16.02.2009), 
http://www.forumpostersunion.com/showthread.php?t=3356 (as of: 16.02.2009), 

http://www.spamhaus.org/sbl/sbl.lasso?query=SBL69825
http://msmvps.com/blogs/hostsnews/archive/2008/11/10/1653730.aspx
http://www.forumpostersunion.com/showthread.php?t=3356
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77.91.229.38 try-count .net  

77.91.229.55 v2statscount .net 

77.91.229.55 v2count .net 

77.91.229.55 pluscount .net 

77.91.229.55 newv2count .net 

92.241.163.27 adv-a-v .com 

92.241.163.27 a-a-v-2008 .com 

92.241.163.27 aav2008 .com 

92.241.163.30 wi-a-v .com 

92.241.163.30 wav2008 .com 

92.241.163.30 windows-av .com 

92.241.163.31 uav2008 .com 

92.241.163.32 spypreventers .com 

92.241.163.32 sp-preventer .com 

92.241.163.33 download.wi-a-v .com 

92.241.163.33 download.wav2008 .com 

92.241.163.33 download.uav2008 .com 

92.241.163.33 download.adv-a-v .com 

92.241.163.33 download.a-a-v-2008 .com 

92.241.163.33 download.aav2008.com 

92.241.163.33 download.windows-av .com 

92.241.163.33 download.spypreventers .com 

92.241.163.33 download.sp-preventer .com  

92.241.163.34 secure2.softpaydirect .com 

92.241.163.34 secure.softpaydirect .com 

92.241.163.90 piterserv .com 

91.208.0.220 rapidantivirus .com 

91.208.0.223 microantivirus-2009 .com 

91.208.0.223 microantivirus2009 .com 

91.208.0.223 microantivir2009 .com 

91.208.0.223 microantivir-2009 .com 

91.208.0.223 micro-antivir-2009 .com 

91.208.0.224 soft-traff6 .com 

91.208.0.224 soft-traff5 .com 

91.208.0.224 soft-traff4 .com 

91.208.0.224 soft-traff3 .com 

91.208.0.224 soft-traff2 .com 

91.208.0.224 soft-traff .com 

91.208.0.228 scanner.ms-scanner .com 

91.208.0.228 scanner.msscanner .com 

91.208.0.228 scanner.ms-scan .com 

91.208.0.229 msantivirus-xp.com 

91.208.0.239 winxsecuritycenter .com 

91.208.0.240 download.vav2008 .com 

91.208.0.240 vav2008 .com 

91.208.0.241 winsafer .com 

91.208.0.244 software-traffic .com 

91.208.0.244 software-traff .com 

91.208.0.246 scanner.vav-x-scanner .com 

91.208.0.246 scanner.vav-scanner .com 

91.208.0.246 scanner.vav-scan .com 

91.208.0.246 scanner.vavscan .com 

91.208.0.246 scanner-pwrantivirus .com 

91.208.0.249 watcher-scan .com 

91.208.0.249 scanner2.defender-scan .com 

91.208.0.251 scanner.win-x-defenders .com 

91.208.0.251 win-x-defenders .com 

91.208.0.251 win-x-defender .com 

 
Although many regard the depeering of McColo as a success, much remains to be done. We 
have shown how criminals were able to recover from a harsh setback in just a few days. 
Although it should be clear, it must still be pointed out that international cooperation is the 
only way to fight this type of crime. Support should be given to initiatives such as that of 
ICANN to determine the best possible method for combating illegal fast flux networks59: 
cooperation is the only viable path. 

 
 

 
 
 
59 http://www.icann.org/en/public-comment/#ff-initial (as of: 16.02.2009) 
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